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Passport Scans and other photo ID

Guidance for staff

This guidance takes you through how to determine when you need to
ask for a passport scan or other photo ID , who you can send them to
and how to ensure you do so safely (not via email!).

When do you need a passport/ID scan from an
individual?

Ifthe personis standingin front of you, you may be able toview their passport, driver’s licence,
studentorstaffcard and thatwill be enough. Othertimes, you may need a scan of their
passport or other ID because:

e Youaredealingwiththemremotelye.g. overthe phone orviaemail and need proof that
you are definitely dealing with that individual.

e Youarerequired by legislation to keep onfile a copy of their passport orotherID.

Forexample,werequireascanofIDforsubjectaccessrequestsasawayofprovingthatwe
haveaconductedabasiccheckthatthe personmakingtherequestisthedatasubject.We
also need to keep scans of passport for Visa purposes. Only request a passport/ID scan when
you need it for the above purposes.

It is expected that staff in the Student Services Centre, Human Resources, Executive
Programmes and Summer Schools, and the Language Centre will be the only School staff who
need to follow this guidance.

Who can | send a passport/ID scan to internally?

Theshortansweris toanyonewhoreally needs to seeit. Accesstoa passportor|D scanshould
be strictly based on 'need to know' and 'least privilege', but under no circumstances becirculated
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to anyone who does not have a need to access the passport information. So this leads to why
they need to see it?

In general, once you have received the passport or ID scan and confirmed the identity of the
individual involved, there should be no needto sharethe scaninternally. Allyou need dois to
confirm to the person or people towhom you are forwarding an enquiry or task that you have
seen thelD.

If another staff member has a legitimate reason why they need to see the scan itself, then you
can forward the actual scan. Forexample, they may need to update information directly from
thescannedlIDorneeditaspartofaninvestigation.Butyoucanrefusetoforwarditonuntila
legitimate reason has been provided to you.

How should | send a passport/ID scan?

Using FileDrop, the School’s secure file sharing service. You can also request that passport scans are
provided to the School that way via the Request File tab within FileDrop at the following link:
Requests | LSE filedrop. The following screenshot shows the form for requesting files.
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Request File

AFile Request is a way to request files from someone. When you've submitted their details, they will get an email with a unique link that can be
used to send the requested files to you.
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Where and how long should you store a passport/ID
scan?

UnlesswearelegallyrequiredtokeepapassportscanforVisapurposes,scansshould be
deletedassoonaspossible.Whileweholdthem,storetheminasecureareaof M365 like
an access restricted folder on SharePoint.


https://info.lse.ac.uk/staff/divisions/dts/help/guides-faqs/collaborative-tools
https://filedrop.lse.ac.uk/requests
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