Operational

THE LONDON SCHOOL
oF ECONOMICS AND
POLITICAL SCIENCE W

Communicating with special
categories datasubjects

Data Protection and PECR guidance for staff

This guidance covers how to communicate with data subjects on the
basis of special categories data e.g. targeting communications at
staff, students and others on the basis of their special categories data.

Data Protection - what you need to do

Data Protection is not about stopping you processing personal data, it is about ensuring that
whenyou do, you do so properly and in accordance with individual’s rights. When it comes to
processing special categories data - health data, ethnicity, sexual life, political party or trade
union membership, religious belief - then you have to be more careful. This does not mean you
can’tcommunicatewith peopleonthebasis oftheirspecial categories data, butyou must
consider the following.

1. ldentify a lawful basis for processing.
The first step is considering why you want to contact data subjects on the basis of their
special categories data.
Sometimes thiswillbe becauseyouarerequiredtobylawe.g.wehavetoreporton
certain equalities data. So Article 9(2)(b) processingunderemploymentorsocial
protection lawwould be your lawful basis. Sometimes you are conducting research in
this area, so Artide 92)j research wouldbeyourlawfulbasis.It’sunlikelythatinthese
twocasesyouwouldbeusingthe data to contact data subjects however.
As such, explicitconsentisthe mostlikely lawful basis ifyou are contacting data
subjects directlyandyouwould have towork with the requirements relating to explicit
consent in order to process personal data on that basis.

2. What does explicit consent require?
That you have consentinwriting; that you are able to stop processing atany pointwhen
thedatasubjectrequestsitandthatconsentis notbinding, thatis, contractual.
In writing means that you have an email or the data subject has ticked a box of their
own volition to show they are happy to be contacted.
You should provide a similar method for data subjects to let you know if consent is
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withdrawn. Forexample, if you have used awebsite to capture consent, you should
allowpeopletowithdrawconsentonthewebsiteorprovideaneasytofindemail
address on that page to let you know consent has been withdrawn.

3. Privacy notice - have you told people what you are going to do with their data?
Ifyouarecollectingdatadirectlyfromdatasubjects,youshould provideaprivacy
notice or informed consent form that tells them why you need the data and what you
should dowith it. If you are collecting data via a website, there should be text with the
form.
Ifyouareusingdatacollectedbysomeoneelse,eithertheyoryoushouldletthedata
subjectsknowwhereyougotitfrom.Ifyouareprocessingspecialcategories dataon
behalf of an organisation for research, they should have let data subjects know that you
willbe conductingthisresearch. Itis stillworth producinganinformationnoticeor
briefing onthe research. There is an exemption to notifying data subjects for research
purposes when you have obtained the data from another source, but you should still
aim fortransparency.

Any School systems that allow for communications to be sent on the basis of
special categories data held in this systems must explicitly say if the
communication is being sent on behalf of a third party.

4, Soifl’ve obtained my data from a third party, what should | be doing?
You may have been tasked with, for example, surveying all BAME students in your
department. You have their datain front of you. Are you allowed to contact them?
The short answer is yes. The School allows students to declare ethnicity up front and as
thisisspecial categoriesdata,a‘notdeclared’ optionis available.Sostudents have
made anexplicitchoice ofethniccategory.Youcansendoneemail outtothemthat
allows them to volunteer to fill out the survey.
Whatifyoudon’thavethedatatobeginwith?You cansetupawebsiteforcollecting
the dataas setoutin 3, thenadvertise it through the Staff and Student newsletters. You
cancontactthestaffnetworkslikeSpectrumororganisationsliketheSUtoseeifthey
arehappytosendamessageouttotheirmembers.Aslongasyouhaveapurposefor
usingthedatathatfits withinalawfulbasisandyouarebeingtransparentwithdata
subjects,youcanusewhatevernetworks existtogetyourmessageoutaboutyour
service orevent.

To summarise:
e Work out why you want to process the data and which lawful basis fits

e Ifgatheringunderexplicitconsent, make both consentingandwithdrawingconsent
easy

e Tell data subjects what you are doing with their data.

e Youcan use data collected by someone else if you can cover the three points listed
above.

e Usenetworks and newsletters to point people towards where they can provide you with
their data.



PECR - what you need to do

PECR, or the Privacy and E-Communications Regulations, govern how you should
communicate or market to people. Telling people about a new group you have set up, abouta
research projectrequiringvolunteers oraboutaneventor newslettersis considered marketing.

Ifyouhaveusedexplicitconsentasyourlawfulbasis,youwillbecoveredforPECRaslongas
you havetold people howyouwill contactthem.Forexample, ‘Bytickingthis box,youare
consentingforustocontactyouusingtheemailaddressyouhave provided’.Youcanalso
providealternativesforcontactlikeemail, telephone,text messaging,voicemessaging,
dependingonhowyouthinkitbesttocontactpeople.Youcannotcontactpeopleusinga
method they have not consented to but you can provide them the options.
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